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From the President’s Desk 

Dear members, friends and colleagues: 
 

Happy Fall (and a bit of early winter, as I’m writing this it's a chilly 24  
degrees!). 
 
In addition to a chill in the air and the beginning of the holidays, the fall  
season is also the time for the ARMA International Conference and Expo. 
This year’s conference was once again in ‘Fabulous Las Vegas.’ 
 
Every year the conference offers a variety of excellent educational sessions 
and an opportunity to see the latest offerings from vendors and service  
providers. In addition, there are excellent networking opportunities to  
expand your peer network. All told, the conference is an excellent way to  
spend three days. 
 

The reality, however, is that not all of us have the opportunity to go to conference.  Budgets and schedules 
are tight, family and personal obligations compete, and sometimes management just doesn't see the  
value. The good news is, this issue of exchange is all about bringing the benefits of conference to you. 
Speakers and presenters at this year’s conference have contributed the feature articles in this issue. 
 

In addition to the educational and networking opportunities, the conference is also the time when ARMA 
HQ recognizes the contributions and achievements of the various chapters. I am happy to report that  
ARMA Metro NYC once again is the proud and honored recipient of three awards (look for details inside 
this issue). These awards would not be possible without the hard work and efforts of the Board Members, 
Committee Members, volunteers and each of you. Thank you all for everything you do for our Chapter. I 
am also happy to announce that our friends and sister chapter, ARMA Northern New Jersey, were the  
recipients of Chapter of the Year Award. Congratulations! 
 
As the year closes, we still have several excellent events coming up. Look for our annual networking event 
in January, as well as a return to our regular schedule of evening and ARMA@Noon meetings. The annual 
March All-Day educational event has a new home and features additional content and educational  
opportunities. Look for details soon. 
 
Best regards, 
Jason 
 
Jason C. Stearns, CRM, IGP 
President, ARMA Metro NYC 



 

                                                                                                                      6 

From the Editor’s desk 

I recently has the pleasure of attending the ARMA 
International conference held in Las Vegas, 
Nevada . The conference is an excellent  
opportunity to learn something new and network.  
For those Chapter members that were unable to 
attend, this issue is dedicated to you! It features  
valuable articles written by conference presenters, 
and while you don’t have the Las Vegas  
atmosphere , I think you’ll enjoy it.   
 

Notably, ARMA International  recognizes its local 
Chapters for their hard work in serving its  
members. ARMA Metro NYC received several 
awards, which are described below. Thank you 
and congratulations to my fellow Board Members, 
the Committee Members, Volunteers and Chapter 
members. These accolades would not be possible 
without you. 
 

We highly encourage you to get involved in any 
way you can— from joining a Committee to giving 
feedback regarding our meetings and the  
Newsletter.  

* * *  
We are proud and honored to announce our 2013 
Awards include: 
 

Chapter Newsletter of the Year Award 
The Newsletter is a basic medium of  
communication embracing the transfer of  
information throughout and beyond Association 
membership. A Newsletter should be a publication 
that recipients look forward to receiving, that is 
satisfying to read, and leaves the readers with a 
sense that they are privy to an information source 
as a benefit of belonging to the Association.  This 
award recognizes standout Chapter newsletters by 
assessing five factors: Quality and Relevance of 
Material, Originality of Information, Quality of 
Presentation, Quality of Material, and Frequency 
of Publication. 
 

2013 Marks the 3rd consecutive year that    
exchange has been honored with this award. 
Special thanks go out to our many contributors 
that help make each issue possible. 
 

Chapter Innovation Award 
This award recognizes a Chapter who has taken an 
innovative approach to enhance an area of the 
chapter’s operations or programs. This can be to 
increase membership; increase participation on 
the board, meeting, or project; getting a high 
quality speaker; etc. with limited to no funding. 
 

ARMA Metro NYC’s new, and highly successful, 
Mentorship Program was recognized with this 
award. The award recognizes the efforts of our VP, 
Membership Anita Castora who is spearheaded 
this project and was the driving force behind it.  
Special thanks also goes out to committee  
members Fred Grevin and Lauren Barnes and each 
of the Mentors and Protégées that participated in 
the inaugural run of this program. Congrats to all. 
   

Membership Recruitment Award 
ARMA International recognizes chapters who have 
increased membership over the previous year. 
 

With 33 new additional members, ARMA Metro 
NYC was honored with this award. Once again, 
special thanks go out to our VP, Membership Anita 
Castora.  Anita’s leadership has been key to our 
success in this area. 
 

* * * 
As always, I am interested in your feedback. Feel 
free to submit articles as well. I can be reached at 
jenniferabest@yahoo.com. 
 
Jennifer A. Best 
Editor and VP– Communications 
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ASPIRE- Advancing Speakers: Presenting Issues in RIM Effectively 
 

Beginning with the March 29, 2012 All-Day Educational Event, the ARMA Metro NYC Chapter 
launched the ASPIRE Professional Development Program.  Since then, we have had several  
follow-up sessions, including a very successful interactive session at the March 2013 All Day  
Educational Event with over 20 participants. 
 

The ASPIRE program won the 2011-2012 ARMA International Chapter Innovation Award, and  
focuses on providing an informal, constructive atmosphere where all participants can learn new 
tips and tricks for better public speaking and improved presentations, as well as safe forum to 
practice these new found techniques. 
 

Beginning in September, 2013, the ASPIRE group, led by Lauren Barnes, CRM; Frank LaSorsa, 
CRM; Jennifer Waters-Farley; and Mary Sherwin, began meeting on a monthly basis, typically the 
first Monday of the each month.  To date we have heard presentations on Records Training,  
Alternative Energy (wind power) and the visual elements of a power point presentation. 
 

Each meeting is structured with a more formal section, with presentations by members of the 
group, who receive friendly, constructive feedback from the group, and followed by an informal 
section, featuring extemporaneous speaking, based upon current events.  Each participant is  
encouraged, but not required, to participate.  All levels of public speaking experience are  
welcomed, as we can all learn to improve our presentation techniques for use in our daily work 
and benefit from more practice! 
 

Our chapter is now ready to take ASPIRE to the Next Level and we need YOU! 
 

Our next meeting is scheduled for early January. Be on the lookout for the announcement on our 
website www.armanyc.org<http://www.armanyc.org>, and for email invitations to come. 
 

Please contact Mary Sherwin, Frank LaSorsa, Lauren Barnes or Jennifer Waters-Farley if you are 
interested in developing your professional career by participating in ASPIRE.  

By  Mary 

Sherwin 

http://www.armanyc.org
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     CRM        CORNER 

By Anita Castora, CRM, IGP 

CRM Conference Calls - The next round of the 
CRM exams are just around the corner and the 
CRM Conference Calls will start in January. Contact 
Anita Castora, CRM at anita.c@aefcu.com if you 
would like to participate.   
 

CRM Workshop – If you are planning on taking the 
CRM exam, you will want to attend our Spring Prep 
Sessions which are designed to help prepare for 
Parts 1-5. Our instructors are local Certified 
Records Managers. The Metropolitan New York 
Spring CRM Workshop will be on April 9, 2014 at 
Kelley Drye.  
 

Examination Outline 
 

Part I: Management Principles and the Records 
Management Program 
Part II: Records Creation and Use 
Part III: Records Systems, Storage, and Retrieval 
Part IV: Records Appraisal, Retention, Protection, 
and Disposition 
Part V: Technology 
Part VI: Case Studies 
 

Go to www.ICRM.org to register.  The upcoming 
exam dates are: 
 

CRM Schedule 
 

Winter 2014: Parts I-V, Feb 3-7 | Part VI, Feb 13 
Registration Open:  Nov 22 – Jan 30 
Spring 2014: Parts I-V, May 5-9 | Part VI, May 15 
Registration Open: Feb 21 – May 1 
Registration Open: Aug 23 – Oct 31 
Summer 2014: Parts I-V, Aug 4-8 | Part VI, Aug 14 
Registration Open: May 23 – Jul 31 
 
  

mailto:anita.c@aefcu.com
http://www.icrm.org/
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Calendar of events 

 
 
 
 
 
 

 
 
The ARMA Metro NYC Board of Directors 
would like to thank you for supporting 
our 2013- 2014 Chapter Events. 
 
You may get full details on each event  
including descriptions and speaker bios 
by visiting us on the web at 
www.armanyc.org, or by following us on 
Twitter @ARMA_MetroNYC.  
 
If you have any suggestions for upcom-
ing meetings, please email us at  
ARMANYC.exchange@gmail.com 

Chapter Meetings Event/Location 

ARMA@Noon for 2014 

Thursday, 1/23 Bulletproof SharePoint  
Information Governance  
Speaker: Nick Inglis, Founder and CEO 
of LeftGen 

Tuesday, 2/25 Topic: LinkedIn -- Expand Your  
Network and Market Yourself with 
Powerful Profile Preparation! 
Presenter: Nathan Rosen, Research 
Manager at Dechert 

Thursday, 4/24  

Monday, 5/12  

Tuesday, 6/3  

Evening and Other Meetings 

Wednesday, 1/15 Networking Event 

Monday, 2/10 Evening Meeting- Vanderbilt Suites         

Tuesday, 3/11 All-Day Educational Event 

Thursday, 4/10 Evening Meeting- Vanderbilt Suites 

Wednesday, 5/21 Evening Meeting- Vanderbilt Suites 

Monday, 6/16 End of Year Party 

December  18th, 
8 p.m. 

NY Choral – Mary Sherwin 
(see Kudos Kolumn) 

Carnegie Hall Box Office or contact Mary 
Sherwin 

December 13th- 22nd
 ABT – Nutcracker BAM $25 and Up 

December 22nd, 8 p.m. Buster Pointdexter Holidaze Highline Ticketweb $30 and Up 

December 28th, 11:00 
a.m. 

Alternative New York Tour 2nd Ave and Hou-
ston 

Free 

December 31st, 7 p.m. Concert for Peace – Judy Col-
lins 

St. John the Di-
vine -112th St. 

Free, 212-316-7540 

January 11th, 9:30 p.m. The Screw You Review Duplex 61 Chris-
topher St. 

$15 

January 18th, 6:30 p.m. New Israeli Short Films Lincoln Center Free 

January 22nd, 7 p.m. Artist Talk David Row MFA 21st Street Free 

January 27th, 8 p.m. Billy Joel Residency Madison Square $60 and Up 

February 7th
 ARMA CT Chapter IGP Prep TBA 

February 15th, 8 p.m. Marc Anthony Barclays Center $60 and Up 

February 24th, 1 p.m. Music of Mozart St. Barts – 51st St. Free 

March 11th, 8 a.m. ARMA All Day Seminar NY Conference 
Center 3rd Ave 

TBA 

Fun Winter Picks 
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 A Legal Perspective  

The Federal Rules of Civil Procedure (“FRCP”) 
contain the rules pertaining to discovery in federal 
litigation that drive most lawyer behavior in the 
land of e-discovery – and the rules are a ‘changing! 
This article, the first of a three-part series, will 
address the potential effects of the FRCP 37 
proposed sanctions amendments on records 
management and e-discovery practices.   
 

Background 
On August 15, 2013, the Committee on Rules of 
Practice and Procedure of the Judicial Conference 
of the United States (the Standing Committee) 
published for public comment a number of 
proposed amendments to the FRCP recommended 
by the Advisory Committee on Civil Rules.  The 
Standing Committee and Advisory Committees 
include law school professors and deans, a few 
practitioners, and federal District Court and 
Appellate Court judges. (Click here to review the 
proposed FRCP amendments and for the list of 
members on both Committees) The public  
comment period closes on February 15, 2014.  
 

Based on comments from the bench, bar, and 
general public, the Advisory Committee may 
choose to discard, revise, or transmit the  
amendments as drafted to the Standing  
Committee.  The Standing Committee  
independently reviews the final findings of the 
Advisory Committee and, if satisfied, recommends 
changes to the Judicial Conference, which in turn 
recommends changes to the Supreme Court.  Any 

new amendments that emerge at the end of this 
process would be effective on December 1, 2015.  
While that might  sound like a long time, there is 
much that can be done over the next two years to 
prepare for certain amendments relating to 
document and data disposition that appear likely 
pass through the amendment process.   
 

According to the Advisory Committee Reports 
included in the published proposed amendments, 
committee members urged the need for increased 
cooperation among litigants, proportionality in 
using the discovery rules, and early, active judicial 
case management.  Significant changes to FRCP 37 
(Failure to Make Disclosures or to Cooperate in 
Discovery; Sanctions) regarding sanctions for 
spoliation were also strongly urged. The proposed 
amendments certainly seek to accomplish all of 
these goals with proposed changes to Rules 1,  4, 
16, 26, 30, 31, 33, 34, 36, and 37.  
 

Since the new proposed FRCP 37 would require a 
showing of willful or bad faith spoliation before 
sanctions can be imposed, “save everything” 
strategies must quickly be replaced with policies 
requiring disposal of records in accordance with a 
systematic disposition review process. This is 
because any disposal in a “save everything” 
environment could be seen as being “willful.”  
Disposing of records as part of a ”routine  
disposition” process, on the other hand, is  done in 
the ordinary course of business and is by definition 
not willful.  The proposed amendments also 

 

Proposed New Federal 

Civil Rules – Part One 

(Data Disposition &  

Sanctions) 

 

By: Anne Kershaw, Esq.   

http://www.uscourts.gov/RulesAndPolicies/rules.aspx
http://www.uscourts.gov/uscourts/RulesAndPolicies/rules/committee-roster.pdf
http://www.uscourts.gov/uscourts/RulesAndPolicies/rules/committee-roster.pdf
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require courts to look into all possible measures to 
remediate any alleged spoliation before imposing 
sanctions. In addition, the proposed Rule 37 
amendments contain provisions in tandem with 
other proposed amendments that will drive the 
parties to reach agreement very early in a case 
regarding the scope of preservation. This will also 
help eliminate “save everything, just in case” 
practices with respect to preservation for  
litigation. Overall, the proposed amendments 
should help the legal profession move from 
thinking about discovery and information as 
thousands of pages of documents in emails and 
file shares to a more modern approach that 
instead thinks about information as knowledge 
that may be captured, retained and shared in any 
number of ways. 
 

Proposed Amendments to Rule 37 
 

We are all painfully aware of situations where an 
organization has an appropriate records  
management policy in place requiring records 
disposal, but the lawyers insist that everything 
must be saved out of fear that a court might levy 
sanctions for spoliation if information relevant to a 
lawsuit or investigation is inadvertently disposed 
of.  The lawyer’s fears are not without basis in that 
there have been decisions holding that the 
negligent failure to preserve relevant information 
is subject to sanctions.  See e.g. Residential 
Funding Corp. v. DeGeorge Fin. Corp, 306 F.3d 99, 
101 (2d Cir. 2002) (reversing the district court’s 
denial of an adverse-inference jury instruction for 
the appellee’s failure to produce emails in time for 
trial and holding that “discovery sanctions, 
including an adverse inference instruction, may be 
imposed where a party has breached a discovery 
obligation not only through bad faith or gross 
negligence, but also through ordinary  
negligence”).   
 

The Advisory Committee, however, appears to 
understand the significant problems associated 
with a “save everything” approach. The retention 
of massive amounts of unstructured information 
inflates e-discovery costs to astronomical  

proportions and makes it increasing more difficult 
to find the relevant information that we seek.   
 

The FRCP discovery rules were last amended in 
2006 and concerns about the increasing burdens 
of over-preservation were discussed and  
addressed then with an amendment to FRCP 37(e) 
which provides that:  
 

(e) Failure to Provide Electronically 
Stored Information.  Absent  
exceptional circumstances, a court 
may not impose sanctions under these 
rules on a party for failing to provide 
electronically stored information lost 
as a result of the routine, good-faith 
operation of an electronic information 
system. 

 

This is the current FRCP 37(e) rule and, not 
surprisingly, it has done nothing to alleviate 
lawyers’ continuing fear of sanctions regardless of 
how thoughtful and reasonable their judgments 
are as to how best to locate relevant information. 
The “save everything, just in case” over-
preservation approach has, unfortunately,  
continued unabated.  
 

After considering various approaches, all of which 
were vetted at a conference held in September 
2011, the Discovery Subcommittee of the Advisory 
Committee decided to focus on an approach to 
revising the rules that would make the most 
serious sanctions unavailable if the party losing the 
information acted reasonably. As stated in the 
May 8, 2013 Report of the Advisory Committee (as 
supplemented in June 2013), such a rule could “be 
seen as offering ‘carrots’ to those who act  
reasonably, rather than relying mainly on ‘sticks,”’ 
as a sanction regime might be seen to do.”   
 

Accordingly, under the new proposed FRCP 37, “in 
all but very exceptional cases in which failure to 
preserve “irreparably deprived a party of any 
meaningful opportunity to present or defend 
against the claims in the litigation” – sanctions 
(as opposed to curative measures) could be 
employed only if the court finds that the failure to 

 A Legal Perspective  
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preserve was willful or in bad faith, and that it 
caused substantial prejudice in the  
litigation.”  (Emphasis added) In other words, 
apart from a situation involving the loss of an 
essential piece of evidence (such as the vehicle 
that was involved in the accident), culpability 
significantly more than negligence, i.e. willfulness 
or bad faith, would be needed before sanctions 
can be imposed. Even then, sanctions may be 
imposed only if no alternative curative measure is 
available to remedy the loss (resulting in  
substantial prejudice the aggrieved party).  
 

Equally significant – and perhaps most impactful 
for records management – is the list of  
considerations set out in the prosed new FRCP 37
(e) that a court should take into account in making 
a determination as to whether a party acted 
reasonably versus in bad faith.  As stated in FRCP 
37(e)(2):  

 

These factors guide the court when 
asked to adopt measures under Rule 
37(e)(1)(A) due to loss of information 
or to impose sanctions under Rule 37
(e)(1)(B). The listing of factors is not 
exclusive; other considerations may 
bear on these decisions, such as 
whether the information not retained 
reasonably appeared to be cumulative 
with materials that were retained. 
With regard to all these matters, the 
court’s focus should be on the 
reasonableness of the parties’ 
conduct. 

 

The first factor listed for consideration in 37(e)(2) 
is the extent to which the party was on notice that 
(a) litigation was likely; and (b) the lost information 
would be discoverable in that litigation.   
 

The second factor looks to the party’s preservation 
efforts once it knew of the litigation prospect. The 
Comments to proposed FRCP 37(e)(2) state: “The 
party’s issuance of a litigation hold is often  
important on this point. But it is only one  
consideration, and no specific feature of the 

litigation hold -- for example, a written rather than 
an oral hold notice -- is dispositive. Instead, the 
scope and content of the party’s overall  
preservation efforts should be scrutinized.”  In this 
regard, the court is instructed to consider the 
party’s relative sophistication (or not) with respect 
to litigation and what the party knew, or should 
have known, regarding the possibility that  
information could be lost if active preservation 
steps were not taken.   
 

Significantly, the Comments to the proposed 
amendment state: “The fact that some information 
was lost does not itself prove that the efforts to 
preserve were not reasonable.” (Emphasis added). 
This could have a huge, positive affect on  
organizations deciding to implement and follow a 
routine disposition process since it appears that  
inadvertent or negligent deletion would not give 
rise to spoliation sanctions.  
 

The third factor asks whether the party received a 
request to preserve information and an important 
consideration is whether the party making the 
preservation request is willing to engage in good 
faith consultation about the scope of the desired 
preservation.  
 

The fourth factor focuses “on the information 
needs of the litigation at hand,” which emphasizes 
the overall concern of the proposed amendments-- 
proportionality. In this regard, the court is  
instructed to: 
 

“[B]e sensitive to party resources; aggressive 
preservation efforts can be extremely costly, 
and parties (including governmental parties) 
may have limited resources to devote to those 
efforts. A party may act reasonably by  
choosing the least costly form of information 
preservation, if it is substantially as effective 
as more costly forms. It is important that 
counsel become familiar with their clients’ 
information systems and digital data -- 
including social media -- to address these 
issues.”  

 

Finally -- and this last factor would be  

 A Legal Perspective  
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tremendously helpful if enacted -- the court must 
consider whether the party that allegedly failed to 
preserve sought guidance from the court after 
trying to reach agreement on the scope of  
preservation with the other parties. This provision 
should push lawyers to work harder to agree or 
litigate the scope of preservation very early in the 
case; failing to do so will significantly undermine 
any later sanction motion that might arise.  
Further driving the parties to reach agreement on 
the scope of preservation are proposed  
amendments to Rule 26(f)(3), directing the parties 
to address preservation in their discovery plan, 
and  amendments to Rule 16(c)(3) inviting  
provisions on this subject in the scheduling order. 
 

So far, the general feedback on the proposed 
amendments has been positive. It looks likely that 
at least the willful or bad faith culpability  
standards for sanctions will be enacted, as well as 
leniency for parties that seek to obtain agreement 
or judicial guidance regarding the scope of 
preservation. If the willful/bad faith standard is 
enacted, organizations will have every reason to 
make sure that they routinely dispose of  
documents that do not need to be retained. 
Indeed, not doing so would present significant 
risks as any non-routine disposition could arguably 
be viewed as willful.   
 

Accordingly, organizations would be well-advised 
to review and dispose of eligible accumulated 
legacy records now and obtain expert opinions 
confirming that they fall outside any current 
preservation obligations (if possible).  
If the proposed amendments  incorporate the 
benefits described above for seeking early  
agreements or a ruling as to the scope of  
preservation, lawyers  - especially those  
representing plaintiffs  - will be motivated to 
discuss and negotiate the scope of preservation 
with adversaries as soon as possible.   
 

To do this well, lawyers will need to have a good 
understanding of their client’s records  
management and disposition policies and work 
quickly to identify and collect relevant documents 

to use in framing the negotiations. Lawyers and 
courts will also need to work harder under the 
proposed amendments to identify alternate 
sources for information.  All of this gives added 
value to the role of records managers and helps 
organizations begin to embrace the emerging 
professional role of records managers within 
“knowledge services” functions, as part of an 
overall “Knowledge Strategy” for the organization.  
(Stay tuned for the upcoming March 2014  
Newsletter article on Columbia University’s Master 
of Science in Information and Knowledge Strategy, 
http://ce.columbia.edu/information-and-
knowledge-strategy ). 
 

Additionally, engaging in early discussions with 
adversaries about what we have and what we 
know without fear of “gotcha” sanctions motions 
means that we can finally replace preservation 
uncertainty – the reason why organizations save 
everything – with preservation certainty.  Instead 
of trying to chase and corral thousands of  
documents, and worrying about what we might 
not know we have, we can instead start employing 
strategies to effectively meet discovery obligations 
within the larger context of managing our 
knowledge assets. Thankfully, the proposed 
amendments go a long way in helping lawyers and 
judges embrace this change. 
 

The second article in this series will discuss the 
proposed amendments relating to case  
management, cooperation and proportionality and 
the third will explore the public comments 
submitted in response to the proposed  
amendments by various stakeholders. 
 

About the Author 
Anne Kershaw, Esq., is an attorney and expert in 
legacy data management, and has authored 
numerous articles on electronic discovery. She 
consults with organizations on completing the life 
cycle for unneeded paper documents and  
electronic files and data. She is the founder of 
Knowledge Strategy Solutions™ and A. Kershaw 
P.C. // Attorneys & Consultants.  
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http://ce.columbia.edu/information-and-knowledge-strategy
http://ce.columbia.edu/information-and-knowledge-strategy


 

                                                                                                                      14 

She is also the co-founder and former President 
of the eDiscovery Institute, a 501(c)(3) nonprofit 
research organization that conducts research 
and surveys to identify the most cost-effective 
ways to manage and produce electronically 
stored records. She currently is a faculty Member 
of Columbia University's Master of Science in 
Information and Knowledge Strategy, and a 
former faculty member of the school’s Executive 
Master of Science in Technology Management.  
 

Anne is a member of  Advisory Board and former  
faculty for the Georgetown E-Discovery Training 
Academy, as well as a Sedona Conference® 
member. She also co-chairs the ABA's E-
Discovery and Litigation Technology Committee 
for the Corporate Counsel Litigation Section 
Committee. 
 

 A Legal Perspective  

For more information about Accuity, please visit  www.bankersaccuity.com 

(Ctrl + click on link) 

http://www.bankersaccuity.com/
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This is part of a syndicated column I have created 
for ARMA chapters, including the ARMA Metro 
NYC Chapter’s Newsletter.  My column is devoted 
to answering information governance, records 
management and related legal questions from 
Chapter Members.  As you read my responses, 
please note that although I am an attorney 
specializing in these areas of law, these are only 
my opinions based on very limited knowledge of 
the Member’s particular circumstances.  My 
opinions should not be construed as legal advice.  
Kindly consult with an attorney for more formal 
advice.   
 

All that said, for the next few editions I will not be 
responding to any questions, as there is a new hot 
topic to address: the 2013 proposed revisions to 
the Federal Rules of Civil Procedure (FRCP). The 
proposed amendments are open for written 
comment until February 15, 2014 and can be 
downloaded at: http://www.uscourts.gov/uscourts/

rules/preliminary-draft-proposed-amendments.pdf. 
 

In this column, I am discussing one of the most 
significant proposed changes, while commenting 
on how this will impact RIM and overall  
information governance. Let’s begin with the 
proposed amendment to Rule 26(b)(1).   
 

The proposed amendment would strike the well-
known (bane of any corporation’s or lawyer’s 
existence) phrase referring to information 
“reasonably calculated to lead to the discovery of 
admissible evidence.” For years many of you have 

heard me talk about how this phrase means that 
discoverable information is not only evidence that 
is admissible in court or even directly relevant, but 
it includes information “reasonably calculated to 
lead” to discoverable evidence. Lawyers have had 
a field day with this phrase, focusing on 
“reasonably calculated” to argue for the slightest 
excuse to go on all kinds of fishing expeditions, all 
the while costing millions of dollars in discovery 
costs, not to mention the hours of RIM  
professionals digging for arguably useless stuff.   
 

Now, with the proposed deletion of this phrase, 
the proposed amendment focuses only on “any 
non-privileged matter that is relevant to any 
party’s claim or defense and proportional to the 
needs of the case.” (Emphasis added). To this 
amendment I say hallelujah !  According to a 
recent briefing points bulletin by the Lawyers for 
Civil Justice,  

 

“[t]his change would provide a  
meaningful improvement compared to 
the overbroad scope of discovery defined 
in the current Rule 26(b)(1), which is a 
fundamental cause of the high costs and 
burdens of modern discovery.” 

 

So how does this impact RIM professionals? Before 
I respond, let’s keep in mind that now more than 
ever RIM professionals are involved in the e-
discovery process.  The proposed amendment is 
designed to curtail the amount of information that 
has to be produced during discovery. The fishing 

By John Isaza, Esq., FAI  

Ask a fellow 

http://www.uscourts.gov/uscourts/rules/preliminary-draft-proposed-amendments.pdf
http://www.uscourts.gov/uscourts/rules/preliminary-draft-proposed-amendments.pdf
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expeditions, if any, should have a very short leash, 
so that RIM professionals are not burdened with 
having to dig up documents and data that are 
remotely related to a case. This could also mean 
that countless records subject to legal holds may 
be candidates for destruction, once the attorneys 
realize they can lift the litigation holds on all this 
“stuff.” Other proposed amendments (perhaps 
more controversial) discussed in my next column 
are further designed to limit the amount of 
information that is subject to legal holds. 
 

The proposed amendment also moves certain 
“proportionality” language contained in another 
part of the FRCP to Rule 26(b)(1). Although this 
may not appear too earth shattering, it is designed 
to encourage judges and lawyers to stay pragmatic 
as to what is discoverable for a particular case.  
 

What this means to RIM professionals  is that a 
small case in terms of monetary value or exposure 
will not command the same attention as the more 
serious cases. Already some Federal judges like 
Judge Shira Scheindlin out of the Southern District 
of New York have voiced concern over this 
provision. She is concerned that such an  
instruction will deny smaller plaintiffs, or  
defendants for that matter, due process. Judge 
Scheindlin’s opinions have some merit, but at least 
the proposed revisions are forcing a dialogue 
around a system that is currently broken and 
fraught with abuse. 
 

Stay tuned for my next column, where I will 
address the proposed amendment to Rule 37(e) – 
failure to preserve discoverable information. 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

About the Author: 
John Isaza is a California-based attorney and 
Partner of RIMON, PC, a twenty-first century law 
firm that includes specialty in electronic  
information governance, records management 
and overall corporate compliance. He may be 
reached at John.Isaza@RIMonLaw.com or follow 
him on Twitter and LinkedIn. 

Ask a fellow 

mailto:John.Isaza@RIMonLaw.com
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 Laws and regs 

Around a Thanksgiving table of twenty-two people 
ranging in age from 10 to 74, of varying ethnic 
origins and nationalities, educational levels and 
computer literacies (including one computer 
science professor and one information  
management professional) and a range of political  
persuasions, about 30 % of the dinner and post 
dinner conversation focused on data privacy, 
protected health information (“PHI”) and  
personally identifiable information (“PII”).   
 

The level of anxiety and general baseline fear of 
not knowing just how much of one’s personal 
information is floating out there in various phases 
of cyberspace is enough to cause additional 
indigestion during this time of feasting, so I 
attempted to allay fears by recounting some of the 
regulatory and legislative efforts being undertaken 
in this area.  
 

I quickly focused on the one regulation that’s 
causing a frisson of concern across disparate 
industries – the HIPAA Omnibus Rule- which took 
full effect in September 2013. The rule, enforced 
by the Office of Civil Rights (“OCR”) of the  
Department of Health and Human Services (an 
agency with quite a lot on its plate already!), is 
designed to both improve patients’ access to their 
medical records as well as to increase security of 
their medical history and other patient data and 
PHI. Among the highlights are: 
 

 Strengthening the privacy and security   
protection for individuals' personal health 
information (PHI); 

 Modifying the Breach Notification Rule for 
Unsecured Protected Health Information, 
putting in place more objective standards for 
assessing a health care provider's liability 
following a data breach; 

 

 Modifying the HIPAA Privacy Rule to     
strengthen the privacy protections for genetic 
information; 

 

 Holding HIPAA business associates to the same 
standards for protecting PHI as covered 
entities, including subcontractors of business 
associates, in the compliance sense; 

 

 Setting new limits on how information is used 
and disclosed for marketing and fundraising 
purposes; 

 

 Prohibiting the sale of an individuals’ health 
information without their permission; 

 

 Streamlining individuals’ ability to authorize 
the use of their health information for research 
purposes; 

 

 Increasing penalties for noncompliance based 
on the level of negligence, with a maximum 
penalty of $1.5 million per violation; and 

 

 Guaranteeing that organizations can operate 
with certainty that their privacy and security 
policies comply with all applicable regulations. 

 

So what is the essence of this rule that’s causing 
concern in especially the healthcare and  
information management industries? In effect, it 
mandates that not only primary healthcare 
organizations protect PHI or risk direct, costly fines 

By Bryn Bowen, CRM  

Regulatory Protection 

of Health Information 

http://searchhealthit.techtarget.com/definition/personal-health-information
http://searchsecurity.techtarget.com/definition/business-associate
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for breaches, but also states that their business 
associates have direct primary responsibility as 
well, and are subject to the same fines for  
breaches.  
 

The biggest change is that the rule expands the 
definition of business associate by changing the 
standard for determining which groups are 
considered business associates to include  
companies that routinely accesses patient health 
information. These groups include healthcare IT 
companies, electronic prescription gateways and 
vendors of personal health records (including 
offsite storage companies) among others. It also 
includes subcontractors who create, receive, 
maintain or transmit protected health information 
for business associates.  
 

Next, the definition of what constitutes a breach 
has been expanded to include that acquisition, 
access, use, or disclosure of PHI in a manner not 
permitted under the privacy rule is a breach, 
unless the covered entity or business associate is 
able to demonstrate a low probability that the PHI 
has been compromised. In addition, if there is a 
data breach, the regulating body (the Office of Civil 
Rights) will request proof that the company has 
done a risk assessment identifying potential PHI 
security risks and how they can be fixed.  
 

The costs associated with a breach are not yet fully 
understood and will only become clearer over 
time, however it includes full notification of 
individuals affected by the breach and mandatory 
(and potentially significant ) fines levied by the 
OCR, in addition to the inevitable loss of  
reputational integrity and consumer confidence.  
 

These are early days for this rule, and the real 
world application and it's practical effects will 
likely not be known for some time. What we do 
know as responsible stewards of information, is 
that proactive, consistent, defensible and  
comprehensive actions always play well with 
regulatory bodies when things go wrong, and 
given the prevalence of PHI and the ever changing 
security landscape, there is a better than likely 
chance that breaches will occur.  
 
 

About the Author:  
 

Bryn Bowen, CRM, Executive Vice President of  
ARMA Metro NYC, is a Principal at Greenheart 
Consulting LLC, a consulting practice for  
Information Governance, Risk Management  and 
Records Information Management. 
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It’s time to join and/or rejoin the ARMA Metropolitan New York City Chapter 
Mentoring program for the 2014 Winter Session! 
 

We are pleased to offer the continuation of the Mentoring Program that  
addresses new records and information management professionals, as well as 
currently-enrolled students that are interested in exploring a career in the field. 
 

The Chapter’s role is to identify and pair up mentors and protégés based on 
availability and interests; to follow up with participants to ensure the mentors 
have made initial contact with the mentees; and to help develop a meeting 
schedule and activities that suit both parties. 
 

Membership in ARMA International AND the ARMA Metro NYC Chapter is  
required for participation in the mentoring program. 
 

Anyone interested in the Chapter’s mentoring program should review the  
Mentors and Mentee Guidelines on the Chapter Web site  
(http://www.armanyc.org/memberhome.cfm), download the Enrollment Form 
at the bottom of that page, and email the completed form to the Vice-President 
for Membership at membershipvp@armanyc.org. 
 

CURRENTLY-ENROLLED STUDENTS: 
Student membership in ARMA International costs $45.00; it may be obtained 
through the membership page of ARMA International (www.arma.org - click on 
tab “Join/Renew”). Metro NYC Chapter membership is obtained as part of the 
application for ARMA International membership and adding the Metro NYC 
Chapter to the application.  
 
Contact Anita Castora, CRM at anita.c@aefcu.com with any questions. 

ARMA Metro NYC Mentorship Program 

2014 Winter Mentoring Session 

http://www.armanyc.org/memberhome.cfm
mailto:membershipvp@armanyc.org
http://www.arma.org
mailto:anita.c@aefcu.com
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The Edward Snowden/NSA information leaks 
fiasco has garnered many attention-grabbing 
headlines in past months, and understandably so. 
It has also cast many a wary eye toward  
communications and technology outfits and their 
products. Allegations of collusion between 
government eavesdroppers and staple American 
companies like AT&T, Verizon and Microsoft have 
sent shivers down the spines of privacy advocates 
everywhere.   
 

The fears are not unfounded.  When you think 
about how much goes into the construction of all 
the ubiquitous and essential technology we use 
every day, there is a great deal that we users do 
not understand:  pseudo-random number  
generators in CPUs; operating system kernel 
backdoors; software encryption algorithms ; and 
the list goes on and on. We rely on a myriad of 
hardware components (and the software that 
drives them) to make our phones, laptops and 
navigation systems work.  In doing so, we place a 
tremendous amount of trust in the people and 
processes that create them.  In the long chain of 
design, development, production and  
consumption, the element of trust is by far the 
weakest link.  As long as there is this expectation 
of implicit trust, there can never be any  
expectation of privacy or security.   
 

Let’s look at this from an information governance 
standpoint. Imagine if an organization’s IG 
program were to be based on trust: no published 
retention schedule, no audits, and no  
transparency or accountability framework.  
Clearly this would fall short of the demands of 

even the most basic records management system.  
Lucky for us, we can abide by universally  
acknowledged basic concepts of information 
governance.  Where a roadmap for managing 
information is necessary, or procedural details are 
vague, we have the Generally Accepted  
Recordkeeping Principles® to guide us.  Our 
technology-manufacturing counterparts are free 
to work outside the perimeter of such operational 
signposts at least in the context of end-user 
privacy.  As noted cryptographer and technology 
blogger Bruce Schneier points out in his latest 
Crypto-Gram Newsletter, “We don't have any 
technical controls that protect users from the 
authors of their software.”  (https://
www.schneier.com/crypto-gram-1311.html)   
 

While cases have been made in the past for 
applying The Principles® as a framework for 
software development, Mr. Schneier makes some 
very compelling arguments in favor of accepted 
security and privacy methodologies “for ensuring 
that a piece of software does what it's supposed 
to do and nothing more.” He also points out a 
conceptual link between technology security/
privacy best practices and open source software 
development.  The process of open source 
development is inherently more transparent than 
its closed-source cousin, and thus exposes 
subversion vulnerabilities that might otherwise be 
hidden and fall through the cracks.  A focus on 
open source development concepts of  
transparency and public scrutiny of source code 
and protocols can eventually yield more secure 
design strategies, and in turn can have a lasting 

Technically Speaking 

By Gene Stakhov, CRM,  CDIA+ 

The Generally Accepted 

Recordkeeping Principles 

and Open Source  

Software Development:  

Odd Bedfellows or a 

Natural Fit?  

https://www.schneier.com/crypto-gram-1311.html
https://www.schneier.com/crypto-gram-1311.html


 

                                                                                                                     21 

impact on the privacy we expect from our gadgets 
and gizmos.   
 

Ultimately, Mr. Schneier cautions “it won’t work 
unless customers start demanding software with 
this sort of transparency.”   
 

About the Author 
Eugene Stakhov, CRM, CDIA+ is a Senior  
Application Engineer for enChoice. During his 
career, Gene has provided customers with expert 
guidance on matters ranging from enterprise 
taxonomy development to technical system 
implementation solutions in the Banking/Finance, 
Insurance, Technology and Utilities sectors. 
 

His work includes implementing a highly visible, 
complex email and electronic records management 
initiative to address the regulatory compliance 
challenges of a large utilities company. This 
solution won the IBM Innovation in Technology 
Award. Gene is also a proud, “card-carrying” 
member of ARMA Metro NYC, and serves on the 
Board of Directors as VP, Collaboration. 

Technically speaking     

YOUR MESSAGE HERE! 

 

exchange 
 

Trying to get your company noticed 
by the NYC RIM community?   
 

Looking to announce a workshop 
you are sponsoring?  
 

Just have a message you need to 
share? 
 

ADVERTISE WITH US!  
 

The benefits of advertising in  
exchange include: 
 

 Access to 300+ ARMA Metro NYC 
Chapter members and 200+  

   additional RIM Professionals  
   NATIONWIDE! 
 

 Access to Professionals in Legal, 
Financial Services, Entertainment, 
and 15+ industries 

 

 Six + issues each year, published 
both in print and online 

 

 Newsletters and sponsors  an-
nounced in Chapter Twitter posts 

 
If  you would like to advertise in  
exchange contact us at  
ARMANYC.exchange@gmail.com 
for information, publication sched-
ule and rates.  

Advertise with Us 
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Industry talk 

“Let’s get beyond predictive coding for litigation 
doc review,” seemed to be the big message at the 
Technology in the Law Symposium, held earlier 
this month by the DC Bar Association and  
McDermott Will & Emery, LLP.  Three panels spoke 
on the use of predictive technologies and analytics 
and their use in the courtroom, for eDiscovery and 
well beyond.  Panelists ranged from outside  
counsel litigators, to Department Of Justice  
government attorneys, to service providers,  
consultants and judges.  The lively, and at times 
contentious, event featured three broad topics:  
What the Courts are Saying About Predictive  
Coding, Predictive Coding Pessimists v. Optimists, 
and the Use of Data Analytics in Other Areas. 
 

Much of the early discussion around predictive 
coding was, well, somewhat predictable by now. 
The key messages were predictive coding is good, 
it is a proven tool for document review, courts are 
onboard with its use, and don’t be reckless with 
it). The panelists and audience, however, really 
became animated about the uses of predictive  
analytics beyond simple relevance review.   
Panelists John Korcoras (MWE), Kristian Werling 
(MWE),  and Kurt Michel (Content Analyst) and I 
described scenarios where predictive technologies 
were being used in multiple corporate settings to 
assess Merger and Acquisition documents,  
contracts and  financial statements and to seek 
out areas of corporate compliance exposure.  At 
one point, moderator Jason R. Baron (Drinker  
Biddle) jokingly asked the panel whether such 

technologies could accurately predict legal case 
outcomes.  The answer:  yes, within reasonable 
margins of error. 
 

Overall,  the inaugural Symposium was a roaring 
success for the 150+ attendees from all over 
Washington, DC and beyond.  McDermott Will & 
Emery  is hoping to expand on their initial success 
and present several more related symposia in 
2014.  Well worth the free attendance! 
 
About the Author  
Sandra Serkes is President & CEO of Valora  
Technologies, Inc., a leading provider of data and 
document analytics services and consultation.   
Ms. Serkes served as a panelist at the November 
symposium.  You can reach her at 
sserkes@valoratech.com.  

 

Data Analytics Steal the 

Show at DC Technology in 

the Law Symposium 

 

By: Sandra Serkes 

http://www.mwe.com/Technology_in_the_Law_Symposium_2013/
mailto:sserkes@valoratech.com
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New Newsletter Column 

Have a Records and Information Management Question? 
 

Do you want to get answers from different perspectives? 
 
exchange Newsletter Editor, Jennifer Best, is please to  
announce that a new Q & A column will appear in the January/
February issue.  
 
A unique feature is that a RIM and legal professional, as well as a 
consultant, will provide their own unique perspectives !  
 
Please contact Jennifer Best at jenniferabest@yahoo.com to submit 
your questions, or if you would like to participate as an expert. 
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Featured in this issue:  

The 2013 ARMA International Conference 

Even If You Missed  

The Conference  

You Don’t Have To Miss All 

of the Content 
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Introduction 
Every organization has at least a few types of 
records that must be retained for extended periods 
of time to meet operational, fiscal, legal/regulatory 
or historical purposes. Common examples include 
business registration and governance materials, 
personnel and benefit files, specifications and 
facility plans, as well as environmental health and 
safety records.  The evolution to creating, receiving 
and managing business content for its life time in 
digital information systems requires a shift in  
approaches and our thinking about how to keep 
electronic records alive over the successive 
generations of hardware and software upon which 
these information assets depend. 
 

My recent presentation at the ARMA  
International Conference was premised on the 
position that the continuity of digital information 
across time and systems requires planning, 
technical and financial resources, and an  
awareness of computing trends and practices. 
Because long-term records are likely to be  
transferred numerous times to meet access and 
retention requirements, organizations need to 
develop and sustain capabilities to ensure that 
complete and authentic digital objects and their 
essential metadata can migrate between systems 
while retaining all requisite ownership and access 
(privacy and security) rights.  The purpose of my 
presentation was to encourage Records and 
Information Management (RIM) professionals to 
become knowledgeable about transfer and 
interoperability standards so that they can  
effectively advocate for long-term digital  
continuity planning with their business and 
information technology colleagues. 
 

Standards with Transfer Requirements 
Two standards familiar to RIM practitioners  
provide a source of useful transfer requirements  
 

and functionality:  DoD 5015.2 – Electronic Records 
Management Software Application Design Criteria 
Standard and MoReq, Model Requirements for 
Electronic Records.  The current version of DoD 
5015.2 (April 2007) identifies baseline functional 
requirements that must be met by records  
management applications (RMA) acquired by the 
Department of Defense and has been a de facto 
standard. Software applications are tested for 
compliance against the standard by  the Joint 
Interoperability Certifier (JIC), and listed on an 
RMA register.   
 

The DoD 5015.2 standard identifies records level 
elements (metadata) that should be supported 
during transfer actions.  These include computer 
file elements as well as fields for scanned and web 
records, records in PDF format, e-mail and digital 
photographs which help to ensure that sufficient 
information about the platform, file format, 
resolution and bit depth are captured. The  
standard incorporates information  
associated with the bulk transfer of records and 
categories of records and provides a useful 
reference for RIM practitioners looking for  
examples of system functionalities that can be 
applied broadly within their computing  
environments. 
 

Endorsement of the standard by the National 
Archives and Records Administration (NARA) 
provides assurance to federal agencies that the 
standard includes functionality required to transfer 
permanent records to a digital preservation 
repository.  In other words, the standard  
specifically addresses transfer interoperability. 
 

In 2001 the European Commission published a 
generic set of requirements for electronic  
management systems intended to support the 
design and evaluation of applications and training.  
 

Information  

Governance in the Cloud:  

Evolving Transfer and  

Interoperability  

Requirements 

     By Lori Ashley 
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The latest version of MoReq, MoReq2010, was 
renamed Modular Requirements for Electronic 
Records.  The focus of the updated requirements 
standard is interoperability and modularity.  In 
2012 it was announced that two vendors would 
seek certification of their software products 
against MoReq2010, providing an alternative to 
the DoD 5015.2 standard  compliance testing. 
 

Like the DoD 5015.2 standard, MoReq2010 
provides a wealth of system functionality that RIM 
practitioners can tap into to stimulate dialogue 
about when and how to transfer records from one 
system to another.  Practitioners are encouraged 
to use a risk and value-based analysis to identify 
long-term electronic records that are likely to be 
transferred or migrated at some point in the 
future.  The standards can then be used as a 
checklist or benchmark against which to evaluate 
native functionality of business applications.   
 

Checklist for Records Management and Cloud 
Computing 
Strong interest in cloud computing among  
executives and IT professionals in addition to a 
rapidly expanding marketplace for storage, 
software and infrastructure services options 
provide a “perfect storm” for potential records 
management concerns. Organizations should take 
care to explore transfer scenarios and data 
portability capabilities of their potential providers 
to ensure they will be able to “take back” their 
electronic records if and when the need arises.   
 

Many organizations focus solely on fostering 
collaboration and uploading content into the cloud 
document by document and user by user. RIM 
practitioners have a duty to explore options for 
and potential roadblocks to getting bulk content or 
aggregations of records out of the cloud.  If future 
transfer occurs because of a contract/service 
termination or the organization wants to store 
their records in a different  repository, “vendor 
lock-in” could prove to be costly and harmful. 
 

Organizations using cloud service providers need 
to maintain line of sight into their content  
repositories and keep an inventory of records in 
the custody of third parties.  Issues to explore 
when evaluating cloud services providers include: 

 

 Use of interoperability standards and protocols 
 Access to content is logged and tracked 
 Recovery capabilities in the event of        

disruptions in digital continuity 
 Metadata management and transfer       

capabilities 
 Formats in which records are transferred, 

created or stored 
 

Conclusion 
As the volume and complexity of digital  
information grows, so does our reliance on 
hardware and software.  Successful transfer and 
long-term continuity of digital information and 
electronic records doesn’t happen by accident – it 
takes planning and a keen awareness of  
technology and the file formats in use as well as 
organizational commitment to the consistent use 
and management of metadata. 
 

Records and information management  
professionals can play a key role in evaluating the 
capabilities of applications used in their  
organizations to transform, migrate and convert 
content long-term records.  Two international 
standards offer a wealth of functionality to 
leverage to communicate transfer and  
interoperability standards to interested  
stakeholders.  
 

About the Author  
Lori Ashley is a Wisconsin-based consultant, 
writer, and educator dedicated to helping public 
and private sector clients improve the  
performance of their (RIM) practices and  
controls. Consulting engagements range from 
strategic planning, development of policies, 
procedures and standards, records retention 
schedule modernization, taxonomy and  
classification schemas, training, requirements 
analysis as well as RIM program and ECM project 
implementation support.  
 

She has co-developed four continuous  
improvement methodologies; the most recent is a  
capability maturity model developed with Dr. 
Charles Dollar (DPCMM) for long-term digital 
records preservation and access. 
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By  Kon Leong  

Information Governance: 

Correcting “Silovision” 

Requires Looking at  

Data in a New Light  

If you’re using multiple applications and data silos 
to handle different aspects of information  
governance of electronic data, you’re probably 
seeing more than double. Duplicate copies and 
scattered information makes it hard to focus. And 
the resulting distorted view of the unstructured 
data landscape may cause severe myopia with 
corporate strategic vision. 
 

Perhaps some historical explanation is in order. 
Information governance, and the way businesses 
have handled it, have morphed over time.  
Important information is no longer confined to 
structured numerical data or “official” hard copies 
of final documents. Data types have expanded 
and evolved, the volume of information has 
grown exponentially with email and other  
communications, and growing legal expectations 
have meant more pressure to manage material 
that traditionally might have been considered 
“junk.” Records Managers and RIM professionals 
now find themselves responsible for content that 
has no analogous form in the world of hard  
copies. We currently live in a vastly data-driven 
era, but for the most part, we’ve been trying to 
apply decades-old technology to new problems. 
 

Implementation of data silos for information  
control began logically enough, given the  
capabilities and priorities of the time. To cope 
with more demanding requirements, businesses 
deployed ad-hoc solutions that addressed each 
issue as they cropped up. The objective-driven 
nature of most information governance 
“projects” resulted in singling out specific   
problems that could be well-defined and 

attacked. Electronic Content Management  
systems, or ECMs, were utilized for digital  
documents and records; archives for email  
storage; point solutions for individual e-discovery 
functions; and cloud space for extra storage. Each 
individual “solution” created another isolated silo 
of data that could perform a narrow range of  
duties relatively well, but had extremely limited 
ability to expand functionality. The strategic goal 
of comprehensive data management was largely 
overlooked because there were just too many 
small fires to put out. In essence, unstructured 
data growth spawned a “Whac-a-Mole” approach 
towards governance. The result was a landscape 
of silos that theoretically could contain and store 
data, but offered limited access across and made 
it impossible to manage centrally. 
 

But in today’s world, there is new focus on  
analytics and the leveraging of “Big Data” for  
strategic value… records included. Unfortunately, 
the method of ad hoc silo proliferation has 
reached a crisis point. Silos of information aren’t 
just failing to keep up with their original goals, 
they’re now blocking the way for the effective 
aggregation of information that Big Data analytics 
demand. Silos lead to information scatter, which 
results in incomplete assessments and often  
erroneous conclusions.  
 

To be fair, a small part of the problem is with the 
perception of “Big Data” itself. We don’t know 
what we want, and people tend to define it to suit 
their needs.  And just how big IS Big Data?  
Although it has the sort of evasive terminology 
usually reserved for terrible excuses and  
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embarrassing medical conditions, there do seem 
to be a few common elements. It’s defined by its 
increasing scale, velocity, and variety. Big data is a 
sort of rapidly-moving target that defies  
spreadsheets, traditional computation, and single
-faceted approaches. Big data is textual, visual, 
social, numerical, and everything in-between. Big 
Data can be records, non-records, and trash all at 
the same time. 
 

Regardless of divergent “Big Data” definitions, it’s 
clear that silos are adept at hindering Big Data 
and records management initiatives. It’s  
important to step back and examine the ways 
that they obstruct information governance. Silos, 
by nature, cannot offer a comprehensive system 
for data management because they are each 
largely designed to address one function and/or 
house a narrow range of data types. A system 
built of silos can be tenuously linked together 
with APIs (application program interfaces) or  
other “integration” techniques for a massive  
ecosystem that can theoretically house all data, 
but this approach is not scalable and is about as 
effective as using drinking straws to connect  
water towers. The exchange of Big Data content is 
theoretically possible, but impossibly slow and 
impractical.  
 

The biggest problem with silos, however, isn’t 
simply the lack of speed or space, but the  
underlying nature of the problems causing it. Silos 
have four fatal flaws that impede management of 
unstructured data: 
 

 Duplicate data copies. With each additional 
silo, copies are proliferated, creating legal risk, 
wasteful processing, and using more storage 
space than is actually required. 

 

 Inconsistent search. Each application silo has 
different search capabilities, resulting in 
different results, even for the same search 
command operating on the same dataset.  

 

 Disjointed retention. For records                
management functions, the same data file 
stored in different silos will often have      
different retention periods, defeating the   
entire purpose of retention policies.  

 Inaccurate view. Each application may        
present a different view of the document. As 
such, there is no single version of the truth. 

 

For each silo added, the difficulties associated 
with these problems increase geometrically. It 
becomes impossible to quickly search or even 
know if the data returned is relevant. In fact, the 
more interconnected the silos are with each  
other, the slower, more unreliable, and more  
unstable the entire system becomes.  In a tangle 
of silo’ed data platforms, simply knowing where 
the data is becomes a hopeless objective. And 
that underwhelming performance is directly at 
odds with the increasing desire to leverage data 
for more proactive and strategic purposes such as 
analytics.  
 

Seeing the data landscape through this distorted 
“silovision” has already made it painfully clear 
that core functions such as records management, 
compliance, and e-discovery needs are being  
crippled by inadequate data governance and are 
often causing a huge waste of time and money. 
And with businesses clamoring for analytics to 
drive business strategy forward, upper  
management is starting to turn their hungry gaze 
towards the mountains of employee-generated 
information sitting in the enterprise backyard that 
potentially can offer a “corporate memory” of all 
events and communications history. In this  
environment, the IT department is unrealistically 
expected to work magic with unstructured data of 
growing complexity and scale. And that just isn’t 
going to happen with silos. 
 

It’s not just about the IT department, though. 
Records Managers in particular stand at a  
confluence of business needs, and often interact 
with several other key stakeholders in the data 
governance process. The “R” is gradually melting 
from “RIM” as non-traditional types of data  
proliferate and require management beyond the 
scope of traditional business records. Information 
management is an enterprise-wide concern that is 
no longer confined to one business unit, and to 
treat it as such is crippling to the enterprise as a 
whole. Therefore, to underscore information  
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governance as a central business concern rather 
than just an issue of organizing and filing records 
proper, RIM professionals can focus on these  
objectives:  
 

Expand the Definition of Records: Labeling  
information as a record isn’t a clear-cut as it used 
to be. Consider all unstructured data – even 
“eTrash” – as something which must be  
accounted for, even if it must be categorized just 
for eventual disposition. Untouched data is  
unmanaged data. 
 

 Strengthen inter-departmental ties:           
Information management cannot exist in a 
single-department bubble. Voice RIM         
concerns and goals to other parties so that 
governance strategies can be formulated 
with everyone’s benefit in mind.  

 

 Familiarize with analytics and automation: 
With textual analytics technology quickly   
maturing, auto-classification may be able to 
shoulder much of the burden associated with 
sifting through huge volumes of “non-record” 
content. Think about parameters that may be 
able define an item to a certain category; 
even automated systems need human     
guidance. 

 

 Embrace Occam’s Razor: Given multiple 
problems and goals, the simplest possible 
solution is often the most effective. Silos are 
multiplicative in their complexity, and to    
minimize their influence by aggregating data 
into a single platform reduces risk and       
difficulty. 

 

We may be on the verge of an era in which  
unstructured data analytics can become the 
“new” business intelligence, but only if the  
infrastructure is capable of supporting it.   
Aggregation of records and all other  
unstructured content into a centralized system is 
a core component of achieving the control that 
can eliminate silovision, so executives can stop 
seeing double, acquire better strategic vision, 
and execute on better-informed corporate  
strategies. 

About the Author:  
 

Kon Leong is CEO/Co-founder of ZL Technologies. 
For two decades, he has been immersed in large-
scale information technologies to solve “big da-
ta” issues for enterprises. His focus for the last 13 
years has been on massively scalable archiving 
technology to solve records management and 
eDiscovery challenges for private and  
government sectors. He speaks frequently at  
records management and eDiscovery  
conferences on cutting edge trends and  
solutions. A serial entrepreneur, Mr. Leong 
earned an MBA from Wharton (U of Penn). 
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Kudos kolumn 
 

In each issue of the “Kudos Kolumn” we offer our congrats to fellow Chapter members for 
recent accomplishments. Know someone who passed the CRM, finished a major project, 
got a great promotion, or some other accomplishment? Let us know at  
ARMANYC.exchange@gmail.com. 

Jason Stearns, CRM, IGP,  presented on October 
10th to the GCOG London with respect to “Records 
Management Best Practices for Cross Border and 
Multi-Jurisdiction Considerations - OR - A Marriage 
of Principles.”  
 

Jason also gave two presentations at the recent 
ARMA International Conference & Expo in Las 
Vegas regarding “How to Operate a Global RIM 
Program” and “The Principle of Integrity: Audits, 
Metadata and Chain of Custody - Oh My!”   
 

Lastly, Jason presented on November 14th at 
ARMA CNY Chapter regarding “The State of Legal 
Hold Today: HOLD EVERYTHING?” 
 

Karl P. Zoeckler, CRM, of Morgan Stanley was 
recently promoted to Vice President of Infor-
mation Lifecycle Management for the Legal and 
Compliance Division.  
 

Bryn Bowen, CRM (Executive Vice President, 
ARMA Metro NYC Chapter Board), Galina 

Datskovsky, PhD; and Rudy Moliere participated 
in an interactive panel discussion entitled “Building 
Information Governance & Emerging Trends.” The 
discussion focused on learning how to implement 
a successful IG program at a law firm, and key 
emerging trends. 
 

Mary Sherwin will perform with the NY Choral 
Society at Carnegie Hall on Tuesday, December 
17th at 8 p.m. Heather Johnson, a soprano at the 
Met Opera, and other soloists will perform as well. 
The performance will be a Christmas symphony, by 
Donald Fraser, Laud to the Nativity by Ottorino 
Respighi, one of the 4 Sacred Pieces by Verdi, and 
other lovely Christmas carol music. Discounted 
orchestra seats are available for $40 (instead of 
$65). Please email Mary at 
mary.sherwin@cbs.com for further details.   
 
 

mailto:ARMANYC.exchange@gmail.com
mailto:mary.sherwin@cbs.com
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Information is an organization's most valuable  
asset. However, the law of diminishing returns 
applies: the more data an organization retains, the 
less its value. It becomes increasingly  time-
consuming to manage the information and more 
difficult to quickly access when necessary. In fact, 
according to an October 2011 survey by the Coun-
cil for Information Auto-Classification, 73 percent 
of organizations said they missed  business oppor-
tunities because they could not efficiently access 
their information and 49  percent admit having to  
recreate information that they could not locate. 
(Ctrl + Click here to see the survey.)   
 

At the same time, maintaining and managing so 
much information can take focus away from  
protecting the most important information  
assets, such as trade secrets and customers'  
personal information. In short, risks and costs now 
far exceed the benefits of endless  accumulation 
and storage of data debris. 
 

To manage their data, many organizations have 
designated a variety of teams that focus on four 
distinct information- related areas: records  
management, cyber security, privacy, and e-
discovery. Each team tends to tackle its area  
independently, leaving countless opportunities for 
synergies and savings on the table. 
 

A better model would be to align the four areas of 
information governance under an integrated, risk-
based operating model. Such a coordinated  
approach, under a unified policy framework and 
leadership, would allow an organization to  
defensibly reduce risk by disposing of unnecessary 
data, improving security, protection and access, 
and increasing the value of its  information assets. 
 

Linking these teams can lower an organization's 
risk profile and transform it from assuming a   
reactive position—responding to information risks 
only when presented—to a visionary stance, in 
which it strategically and proactively manages and 
protects its data.  
 

The Overall Goals of an Information Risk 
Management (IRM) Framework 
 

An IRM program offers a holistic view of the risks 
to information assets by developing a   
consolidated vision to coordinate the four   
program elements to avoid duplicative,  
redundant and potentially conflicting work.  
Although all four components of information  
management emphasize controlling data, they 
have different objectives. 
 

 Records and information management (RIM) 
focuses on preserving key business records to 
comply with regulatory and legal  require-
ments (including active legal holds), and       
enabling the destruction of unnecessary data 
under retention. Its goal is to reduce                
information storage risks and costs, and to 
make it easier to find records by eliminating 
unnecessary data retained for convenience, 
and keeping only data that either is responsive 
to a clear compliance requirement or offers 
direct business advantages. 

 

 Privacy initiatives are designed to ensure that  
the personally identifiable information (PII), 
personal health information (PHI), and        
payment card information (PCI) of an             
organization's employees, clients, and           
customers are secure and cannot be accessed 
without authorization. They are also designed 

Information Risk Management 
 

Aligning your records, privacy, cybersecurity,  

and e-discovery management programs 

By Jane Allen and Brian Fox 

http://www.infoautoclassification.org/public/articles/Information-Explosion-Survey-Report.pdf
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to promote awareness in the organization of 
the importance of data privacy laws, and of the 
process to follow when private content is       
inadvertently leaked. 

 

 Cybersecurity programs help to shore up,    
manage and respond to evolving threats 
against an organization's computer systems 
and its proprietary information, such as its 
trade secrets, or information retained about its 
customers. 

 

 E-discovery requires an organization to        
preserve documents as required by legal holds, 
to ensure the ability to collect relevant           
information, and to be able to respond in a    
defensible manner to requests for document 
production. 

 

Despite having somewhat divergent interests, 
these areas have considerable overlap. For  
instance, a cybercrime expert is concerned about 
security and hacking; these are also the worries of 
a privacy expert, except with a focus on internal 
risks that may compromise company information. 
 

Moreover, both cybersecurity and privacy benefit 
from RIM because less unnecessary data means 
less data to protect. There is a similar connection 
between the interests of RIM and e-discovery: RIM 
executives' mission is to develop a program to    
allow for access to and appropriate retention of 
key business records. Meanwhile, the success of 
RIM in implementing document retention  
protocols benefits e-discovery as the fewer  
documents the organization retains, the less  
expensive and time-consuming discovery  
becomes. So when these four initiatives work in 
concert, they can reap mutual benefits and  
streamline information governance across the  
organization. 
 

Key Elements of an Integrated Program 
 

The following IRM elements help organizations  
balance their business needs against information 
risks and potential liability: 
 

1. Taking a comprehensive data inventory.  
 

An organization must know its data for a number 
of reasons. For example, it must determine the 
types and categories of data it stores (regardless of 

format) to develop a comprehensive and effective 
records retention schedule. Similarly, an  
organization must take stock of the data that  
contains private or sensitive content so it knows 
what requires extra protection; the same is true 
when determining the information assets that 
outside cyberthreats may target. Finally, to  
succeed in e-discovery, an organization needs a 
data map (or some ability to know what  
information exists and where) that allows it to 
quickly gather data responsive to document  
requests in litigation, regulatory inquiries, or  
internal investigations.  
 

Unfortunately, many organizations do not perform 
a data inventory, or assess their data universe until 
a crisis arises, with the affected function focusing 
on its own specific needs. Inventories typically  
require interviewing employees intimately  
knowledgeable with business processes. A better 
strategy, since these inquiries largely overlap, is to 
be proactive and conduct joint interviews with all 
four components addressed, to develop a unified 
and holistic view into your information assets, and 
so all constituencies can work from the same 
known data universe with a more comprehensive 
view into the associated risks.  
 

Each data type and record class should have a re-
tention period, a privacy classification (e.g. no/low/
med/high risk), a cybersecurity risk (same  
classifications) and an  indication of relevant legal 
holds and/or general litigation risk. This offers  
innumerable benefits: for instance, if counsel is 
searching for potentially responsive data for e-
discovery, it is useful to know what data also has 
privacy concerns. 
 

2. Determining the applicable legal and             
regulatory obligations.  

 

An organization must look to applicable federal, 
state, and local laws and even international  
regulations when determining its retention,  
privacy, security, and e-discovery obligations. For 
example, especially in regulated industries, there 
are numerous laws and regulations dictating how 
long an organization should keep certain records. 
In all four arenas, an organization must determine 
which of the jurisdictions it operates in has the  
most restrictive rules . 
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Many of these issues overlap. For instance, while 
the law may require an organization to retain a 
certain record type for five years, a legal hold 
could mandate its retention for a much longer  
period. Similarly, a business unit may want to 
keep data that contains highly personal  
information, but the legal department may  
suggest destroying it to minimize risk. Therefore, 
these areas must work together to ensure that 
these risks and benefits are appropriately  
balanced, and the correct retention period is not 
only selected but also consistently monitored and 
followed. 
 

3. Training on information management           
obligations. 

 

Most large public companies require staff  
to undergo training sessions to ensure they  
understand their obligations involving data. And 
because various teams have traditionally been 
responsible for each aspect of data management, 
each team builds and conducts its own training. 
However, it would make sense to combine  
training into one concise, session that covers  
adhering to RIM policies, privacy policies,  
understanding cybersecurity risks, and complying 
with legal holds. Doing so communicates the  
importance and interrelatedness of these issues 
to the audience—those responsible for executing 
these initiatives on the front lines— and  
encourages them to think about how to better 
manage their data.  
 

It also prevents the information overload or  
conflict that may result from disjointed, separate  
sessions that take place over an extended period, 
or the converse in which training in one of the  
areas is not conducted at all. While these training  
sessions are important because they provide  
evidence of an organization's steps to comply with 
the law and its own rules and procedures, a  
consolidated program yields more productivity on 
the part of all employees. 
 

4. Facilitating routine, policy-driven, disposition 
of unnecessary data. 

 

An organization should leverage its data   

inventory to develop a risk-based, phased  
approach to the disposition and remediation of 
legacy data. The less data an organization has, the 
less it has to protect and potentially produce, and 
the less that employees have to sift through to 
find what they need for day to day activities.  
Retaining data when not required nor actively 
used prolongs the chance that it will have to be 
preserved when future litigation arises, so it is  
important to retain only records that provide a 
business advantage or meet a regulatory  
requirement in the absence of an active legal 
hold. 
 

Organizations are also finding big benefits from 
better organizing the information that remains. If 
the organization centralizes its data under a  
common infrastructure, it can afford greater  
insights into the data and facilitate access to  
important records. Centralization can also reveal 
the extent of data duplication on servers,  
in archives, in the cloud, with other third parties, 
on backup tapes, on personal computers, as well 
as on mobile devices. 
 

While this issue has the greatest impact on RIM 
and e-discovery, it also affects cybersecurity and 
privacy: the failure to follow records retention 
schedules increases the amount of data that could 
be intercepted or leaked, and increases the  
burden of how much information needs more  
robust protection. Performing collaborative,  
periodic assessments of an organization's data 
helps pinpoint holes in compliance or potential 
vulnerabilities and allows the organization to fix 
them proactively.  
 

5. Develop an incident identification and        
response capability. 

 

Preparing a comprehensive incident response 
plan may be the most critical step an organization 
can take. An organization must quickly respond 
when a problem arises and have an established 
process in place for escalating concerns and  
notifying counsel and other affected departments. 
For example, consider the case of a formal  
government investigation about alleged  

Information Risk Governance  
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violations of the Foreign Corrupt Practices Act. 
The investigation may require immediate action 
to immediately find records related to the activity 
in order to respond quickly to the government's 
(and perhaps the press') inquiries. Depending on 
the countries involved, there may also be privacy 
concerns and it may be necessary to find  
compliance-training records to confirm that the 
company took proper steps to prevent this type 
of activity. Similarly, a server breach may create 
other records- related risks that affect a  
company's ability to comply with a legal hold,  
respond to a document request, or protect its 
employees' privacy; but, if the security personnel 
are not properly trained, they may not recognize 
the implications for these other areas or "stop 
the bleeding" from a breach as quickly as they 
could have otherwise.  
 

6. Focus on continuous improvement. 
 

For an organization to get the most from its 
efforts, it must consider lessons learned as it  
implements an IRM program and regularly  
measure results to determine what did and did 
not work, and what should be adjusted due to an 
evolving business and information landscape. 
Moreover, lessons learned by one team are often 
applicable to the others. For an organization to 
implement IRM, some "change management" is 
absolutely required, so it should ask itself  
questions such as the following: 
 

 Are executives considering information       
governance when making business decisions? 

 Would technology help the organization meet 
its information governance goals? 

 Has the organization accounted for all legacy 
data? Are new systems rendering current    
data obsolete? 

 Are legal and regulatory requirements satis-
fied in a robust and defensible manner? 

 Do employees know how to manage data on 
a day-to-day basis? In a crisis situation? 

 

The answers to these and other similar questions 
will help chart the next steps for the information 
governance team. 

Conclusion 
As the data landscape continues to evolve, a ho-
listic view and management of information assets 
is more critical than ever. Developing an  
approach that considers all four dimensions of 
Information Risk Management: Records  
management, privacy, cybersecurity, and e-
discovery will help create comprehensive con-
trols that ensure an organization's information 
assets remain available to those who need them 
while improving compliance, reduce risk, reduce 
associated costs, protect the integrity of the  
information, and streamline management. In  
return, the organization will be able to mitigate 
the legal and operational risks associated with 
inconsistently controlled information, and take a 
more agile approach to the changing business 
environment. 
 

About the Authors 
 

Jane Allen Carlock has over 17 years of  
experience in records and information  
management (RIM), data analytics, e-discovery 
readiness and response, and litigation support. 
She focuses on the strategy and execution to  
reduce the risk and cost to organizations, and  
improved operational efficiency from creating a 
robust and defensible corporate RIM program. 
This includes developing information governance 
structures, policies, procedures,  
recommendations sequenced into a roadmap, 
and implementing a tailored technology strategy . 
 

Brian Fox specializes in the areas of records and 
information management (RIM), discovery  
readiness, litigation response, e-mail  
management, and incident response across  
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experience to find, collect, analyze, and review 
information across complex enterprise  
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Get it while it is Hot! 

Student Membership Promotion until 12/31/13! 
 

If you’re looking for a bargain and were planning to join ARMA, take ad-

vantage of this promotion for students… 

Student Membership Promotion – For all students who join the ARMA Metro 

New York Chapter by 12/31/13, they will receive their choice of a Dunkin Do-

nuts or Starbucks $5 gift card. For all of the first time student members who 

join, they will receive a $50 discount from ARMA Int. for a total cost of $45.     

To receive a $50 student discount on an Associate level membership at ARMA 

International*, you must: 

 Go to www.arma.org 

 Select “My ARMA” on top left 

 Click “Create an Account” 

 Fill in your information to create a profile. 

 Then call or e-mail Member Services @ ARMA Int. with your               

information: 800-422-2762 x. 2 or members@armaintl.org 

 Upon student confirmation, an invoice will be manually generated 

  You will have the option to: 

- Pay by phone 

- Pay online at arma.org, My ARMA Account 

*discount only available for first year as Associate level member. 

Any questions, call or email  Anita Castora at 860-569-5521 or 

anita.c@aefcu.com 

http://www.arma.org
mailto:members@armaintl.org
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Don’t Be a Deer in the 

Headlights:  
 

Inventorying as a First 

step in managing  

e-records 

By  Stephen Goodfellow, CRM 

We all know there is a torrential downpour of 
electronic records being created, received, shared 
and transmitted throughout our organizations on 
a daily basis. We don’t need any new industry  
report to tell us that – just look at our own email 
inbox and e-folders. 
 

As Records and Information Management (RIM) 
professionals, we also know that one fundamental 
of a solid records management program is to  
conduct an inventory. If you don’t know what you 
have, how can you possibly manage it? While an 
inventory is a basic building block, too often RIM 
professionals become paralyzed when faced with 
what appears to be an overwhelming task –  
inventorying electronic records.  
 

While space limits the amount of detail that can 
be provided in this single article, I will attempt to 
provide an overview of suggested steps to get you 
started towards a successful e-records inventory 
project.  
 

Planning an e-inventory project 
 

Jumping into an inventory project without a plan 
or knowing the proper steps can lead to mixed 
results or a need to redo certain steps to get  
useful information. Given some departments may 
not want to take time to talk about ‘their’ records 
(tongue firmly planted in cheek), the more  
prepared you are the better. Some suggested 
steps to properly plan your e-inventory project are 
outlined below.  
 

Define goals, scope and stakeholders 
 

Before embarking on your inventory project, you 
will need to define the goals of the inventory; its 
scope, and the stakeholders. While the main goal 

of an inventory typically is to identify records that 
will be reflected on a records retention schedule, 
an inventory can also be used to identify issues 
related to managing e-records.  
 

With respect to its scope, you will need to  
determine whether your project will encompass 
all or just selected business areas within your  
organization. Plan an inventory that is doable  
given your available resources. Although maybe 
not ideal, organization size and available  
resources may lead to a project spanning longer 
than you want.    
 

Obtaining buy-in from senior management 
(including a project sponsor, if needed), is critical 
to facilitate gaining cooperation from business  
areas and the needed resources to conduct the 
inventory. Additionally, consider whether you are 
the only one asking for the inventory or are there 
others who may benefit from the gathered  
information.  
 

How you approach your project will go a long way 
in determining its ultimate success, including how 
to engage stakeholders, addressing departments 
during the scheduling and information gathering 
phase, and having an actionable plan to keep the 
momentum (and your program) moving forward 
after analyzing the inventory results. 
 

Who to involve 
 

You cannot expect to do everything yourself so 
create three smaller teams to perform designated 
tasks:  
 

 Planning Team: includes the executive sponsor 
and senior representatives from Legal, IT, and 
RIM;  
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 Interview Team: includes Records Manager, 
and appropriately trained Department Records 
Liaisons; and  

 

 Support Team: includes Information            
Technology (IT) to address technical questions 
that arise, support staff, and others as needed, 
such as vendors who provide applications and 
services to your organization. 

 

While some may want an IT person with them  
during each interview since dealing with e-records, 
it may be advantageous to perform the interviews 
solo. An IT person may delve too deep into a  
technical explanation or address unrelated IT  
support issues which can lengthen meeting times. 
Receiving unfiltered responses to your questions 
may provide you with a clearer understanding of 
their work environment in your own terms. 
 

Also, organizational charts may or may not provide 
all the detail on the inners workings of  
departments and functional subgroups, so the 
more you can find out about the targeted areas 
from individuals working in or with the  
departments before you start the better. 
 

Get IT infrastructure overview 
 

Get a list of record-generating applications and 
cross departmental applications (e.g. HR, finance, 
etc.) and add them to your collection forms which 
are discussed below. Are all applications stored 
and accessed internally or are there cloud based 
applications or other 3rd party hosted applications? 
You may not find out everything prior to starting 
an inventory and don’t expect to - you will learn 
more as you go. 
 

What to inventory?  
 

You need to know who creates and manages  
records, what applications/systems create records, 
where they are stored, and how long do they need 
to be retained. Ignore non record creating  
applications (e.g., Acrobat Reader, file viewers, 
etc.) and then separate the targeted applications 
into two groups: database driven applications such 
as payroll, financial and ERP systems (i.e.  
structured applications), and general productivity 
software such as those created within the  
Microsoft Office suite, email and applications  
 
 

storing individual files in private and shared  
folders (i.e. unstructured files). You may want to 
add a 3rd category for document-centric  
applications such as content management systems 
and SharePoint since they straddle the fence  
between the structure and unstructured world.  
Determining exactly how the structured  
applications manage internal data can be done in 
later discussions with IT. During the interviews, 
more attention is spent on which staff create  
records, the general types of records and where 
they are stored (i.e. drive and high level folders) 
created via the unstructured applications.  
 

Prepare e-inventory tools 
 

Generally you need three types of tools to perform 
an e-inventory: 1) information gathering forms; 2) 
legal pad for interview notes; and 3) reference  
information such as past inventory listings and  
retention schedules to help remind you of  
potential e-record types to discuss. 
 

Our firm uses customized forms for each client to 
maximize the use of checkboxes for repeatable 
information (e.g. names of specific enterprise  
applications and general productivity applications 
with the Office suite). Gather information with  
respect to:  
 

 application name  
 owner (which may draw a blank stare) 
 support person/vendor 
 purpose of the system 
 date ranges stored (including when the system 

was installed) 
 security/access restrictions 
 general idea of the record series created by 

the application  
 

Other information, such as storage location/
device, database and backup schedule, will need 
to be determined but generally the department 
may not know the real answers to these questions. 
IT can typically provide this information in whole 
or in part.  
 

The discussion on unstructured applications 
should focus on only those files considered  
records versus work-in-process (e.g., drafts),  
reference, or copies. If the project scope allows,  
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finding out who else receives copies or uses the 
records, as well as getting an example of the folder 
structure used by key staff can provide further  
insight to be leveraged in follow up projects. 
 

Conducting 
 

After planning your inventory, now this is where 
the rubber meets the road – the information  
gathering phase of the work effort, which is  
composed of three areas: 
 

1. Communication and scheduling 
 

When conducting an inventory for the first time, 
schedule face-to-face interviews as opposed to 
sending out a survey with the hope of getting  
timely and accurate responses. Meeting with  
business area representatives (and their records 
liaisons) will familiarize you and other project team 
members with their records and the work  
environment in which they are managed. This  
approach, versus relying on a stand-alone  
survey, reduces the likelihood of incomplete  
responses and not identifying RIM issues  
needing to be vetted and addressed.  
 

In the process of scheduling the individual  
interviews, be concise and do not overwhelm  
departments with details making them want to 
delay meeting in order to ‘get prepared.’ Let them 
know why you are doing the inventory, a high level 
idea of what to expect and some idea on how long 
the meeting will take. Try not to schedule a 
meeting for more than an hour since any longer 
may limit when people are willing to meet (plus 
talking about records for more than an hour is a 
stretch for some people). Focus on one functional 
group at a time with only one meting performed 
the first day, allowing time to refine your approach 
before jumping into the next meeting.  
 

2. The meeting 
 

One goal for your meeting is to make interviewees 
comfortable enough to engage in open  
communication. The more they talk, the greater 
opportunity there is to learn about what they do, 
their records and any potential issues. Sometimes 
interviewees get impatient, nervous or feel  
 

threatened during an interview (“Are we being  
audited?”). Asking questions such as how they 
would like to improve the management and access 
of their information to make their job easier may 
put them at ease. Also, don’t criticize every time 
you see poor RIM practices being performed. Yes, 
they need to be addressed but if you continually 
point out every bad move the interviewee has 
done they probably won’t be too willing to offer 
any more answers to your inventory questions. 
Make note of the issues discovered and address 
them at a later time.  
 

3. Follow up and refinement 
 

Typically, you will not receive all the needed  
answers during your first meeting. Some answers 
the interviewee may not know, such as backup 
schedules, how a particular application stores and 
manages its data, etc. Expect some follow up will 
be needed (whether with the person you just met 
or someone else in the department or a vendor). 
After the initial meeting, send your notes back to 
the person you interviewed asking them to verify 
the information. This allows the interviewee to  
reflect on the answers they were not sure about, 
add other items they forgot, and address open 
questions/issues. 
 

Using the results 
 

Once the information gathering phase is  
completed, there are four steps to perform: 
 

1. Analyze results 
 

The gathered information can be analyzed for the 
purposes of:  
 

 Creating or modifying a Records Retention 
Schedule 

 Identifying inconsistent record keeping        
practices  

 Determining instances of over and under      
retention of records (including non-compliance 
with legal and regulatory requirements) 

 Identifying issues regarding planned migra-
tions, upgrades and decommissioning 

 Addressing instances where clarity is needed 
about record ownership or custodial              
relationships 
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 Issues hindering timing access to records 
 Other Governance issues 
 

2. Identify needs 
 

Once the gathered information is analyzed, the  
record keeping needs of areas can be identified.  
Some examples are:  
 

 Risk mitigation 
 Improving operating efficiency  
 Gaps between the actual back-up schedule and 

operational recovery requirements of the     
business area  

 Proprietary systems constraining potential    
migration to new systems or preserving e-
records 

 Configuration changes to SharePoint, ECM     
applications, or network folder structure/
naming conventions to improve record access 
and retention 

 Examining 3rd party contractual agreements for 
cloud/hosted applications to ensure compliance 
with all governing bodies’ requirements  

 

3. Develop e-record plan 
 

Now use the findings to incorporate into your  
overall records management plan (or to develop a 
new plan). Prioritize what you found by balancing 
the areas of serious needs with the low hanging 
fruit that can be quickly addressed. Quick wins are 
good to have! Keep in mind that some more serious 
matters may require additional funding (and the 
associated wait for approval) to address. What can 
be done in a realistic timeframe? Don’t be too  
optimistic in what you can reasonable accomplish 
in a given year or other timeframe. 
 

4. Maintain inventory information 
 

The information you collect during an e-inventory is 
not for one time use. It should be placed into a  
database or spreadsheet for review and future  
updating. Annual updates to the inventory may be 
performed by emailing the previous inventory to 
departments for review and comment. But there 
may be certain departments you may still want to 
meet face-to-face again due to relationship  
building, leveraging more support or other reasons.   

Practical steps going forward 
 

As you know, the work is not done here – is it ever? 
As a part of your inventorying efforts, there are  
always items that need to be addressed, such as: 
 

 Clarifying ownership: Blank stares received 
when asking about application/system          
ownership demands clarification. Who will 
make decisions regarding application changes 
and how records are managed if needed? 

 Policies and procedures: Conducting an           
inventory usually leads to needing new or       
refined policies and procedures, particularly in 
areas such as cloud storage, social media usage, 
file/folder naming conventions, business       
continuity, as well as other areas.  

 Developing a file plan: The inventory               
information gathered can provide input to       
future file plans or ECM metadata                    
development. 

 

In any event, be sure to approach your e-inventory 
project with an understanding of the user’s side of 
the desk – their challenges, work environment and 
their specific needs. Adapt your interview approach 
for each area as needed and don’t forget to  
compliment well organized departments and  
recognize them for their work. This is a great  
opportunity to use them as an example as well as 
building stronger relationships with a particular 
group - plus this allows you to focus on other  
departments in greater need! 
 

About the Author 
Steve Goodfellow, CRM, CDIA, LIT, is President of 
Access Systems Consulting an independent  
consulting & education firm specializing in records 
and information management, business process 
improvement and disaster preparedness since 
1989. www.AccessKM.com.  
 

If you have any questions about this article, you can 
contact the author at SteveG@AccessKM.com.   

http://www.AccessKM.com
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Join ARMA Metro NYC 
 

Contact Membership Vice President at  
membershipvp@armanyc.org 
 
WELCOME NEW MEMBERS - Have We Got A Deal 
For You!  
 

In addition to all the great benefits you get from 
joining ARMA, the ARMA Metro NYC Chapter  
gives new members a free meeting with the first 
year of membership!  How does this work? And 
what do you have to do to get your certificate? 
 

1 - If you join the Chapter from this point forward, 
your welcome letter will include the certificate.  
 

2 - If you joined during the 2013/2014 Chapter 
year, email us at ARMANYC.exchange@gmail.com   
Upon verification, we will send you the certificate. 
 

It's that easy. But there are limitations:  
 

 The certificate is valid for all Chapter evening 
educational meetings, CRM workshops (Part 1), 
or ARMA@Noon 

 It is not valid for the Membership Appreciation 
event, the All-Day Workshop or the Vendor 
Appreciation and Awards event 

 You will have until June 30th, 2014 to redeem 
your certificate 

 

We want to meet you and share the awesome 
educational programming we offer and the 
camaraderie of colleagues in the ever-changing 
field of records and information management. 
 

Hope to see you at a meeting soon! 
 

 

 

 

Write for us! 
 

Have you written an article about RIM or a  
related topic?  Would you like to?  Do you have an 
idea for a regular column?  We are looking for  
articles  and columns to feature in upcoming  
issues, so WRITE FOR US!  
 

The benefits of writing for exchange include: 
 Access to 300+ ARMA Metro NYC members 
 Six + issues each year 
 Published both in print and online 
 Articles announced in Chapter Twitter posts 
 Adding your voice to the RIM discussion 
 

If you are interested, please contact Editor  
Jennifer Best at ARMANYC.exchange@gmail.com.  
 

 

Volunteer 
 

The ARMA Metro NYC Chapter is hard at work on 
special projects, developing new programs, 
recruiting new members, reaching out to related 
professions, coordinating workshops, reviewing 
scholarship applications, working to support our 
community, and lots more.  Now is your chance to 
make an impact by volunteering for a Committee.  
No experience is necessary and you can be new to 
the field, a seasoned expert, or just have an 
interest in advancing the goals of the RIM  
profession and the ARMA Metro NYC Chapter. The 
only requirement is that you must be a current 
member of the ARMA Metro NYC Chapter. 
 

If you would like more information or would like to 
volunteer, let us know by sending an email to 
ARMANYC.exchange@gmail.com 

mailto:membershipvp@armanyc.org
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Membership Committee 
VP Anita Castora, CRM, CBCP, IGP 
 

Membership - Metro New York currently has 
approximately 319 members. We had 4 new 
members including one membership renewal join 
the chapter since September 2013. We continue to 
give all new members that attend their first 
meeting a:  2013/14 Membership Booklet, Metro 
NY portfolio and pen, and a Metro New York 
Chapter Pin.    
 

Mentor Committee – The Mentor Committee 
(Lauren Barnes, Fred Grevin and Anita Castora) 
had their first meeting. Surveys were sent out to 
mentors and protégées who participated in the 
2013 Spring Mentor/Protégé Program. We used 
the feedback and have adjusted our matching 
process. Other feedback included that most were 
happy with their matches and that it was  
rewarding for both parties.  Surveys for matching 
mentors and protégés are underway in  
anticipation of the 2013 Winter Mentor/Protégé 
Program.    
 

Student Internship Program – The Mentor 
Committee are in the planning process of  
determining guidelines and a plan for the ARMA 
Metro New York Chapter.   
 

Student Education Scholarship – We are in the 
process of creating criteria for the funds collected 
last year for the distribution of five - $100  
scholarships for student members. Details will be 
announced in the near future. 
 

Student Membership Promotion – All students 
who join the ARMA Metro NYC Chapter by 
12/31/13, they will receive their choice of a 
Dunkin’ Donuts or Starbucks $5 gift card. For first 
time student members, they will receive a $50 
discount from ARMA Int. for a total cost of $45.     
 

Communications Committee 
VP Jennifer A. Best 
 

The next issue will pertain to data management. If 

you have any ideas on improving Chapter  
communications or if you’d like to write for 
exchange, please contact me at  
jenniferabest@yahoo.com.   
 

Advertising and Promotion Committee 
VPs Debbie Mevs and Edie Mazzullo 
 

We are very excited to announce that we were 
able to have Pro Conversions sponsor the  
November 18th Chapter meeting.  
 

The sponsorship committee is ramping up its 
efforts to get more sponsors for the March All-Day 
Educational Event. Currently, we have scheduled 
weekly meetings to review and update our 
progress and our efforts have been met with 
success! At this point we have almost half the 
spots filled. Our current sponsors include: 
 

· Iron Mountain                   · RSD    
· Inception                            · Feith Systems 
· Databank IMX                    · Gimmal 
· Diversified                          · Archive Systems 
· FileTrail                               · NRC 
· Kiersted Systems LLP        · GRM  
 

Also, seven past Presidents of the ARMA Metro 
NYC Chapter will sponsor the Breakfast event.  
 

We greatly appreciate all the support from our 
sponsors, and we anticipate another great season. 
 

Collaborative Partnerships Committee 
VP Gene Stakhov 
 

We have decided to push back the next phase of 
our partnership with our friends at Archivists 
Round Table of Metropolitan New York 
(www.nycarchivists.org) from the planned  
November 12th date to January, 2014 (exact date 
yet to be determined). 
 

As was the plan for November, we will be looking 
to use our scheduled ARMA@Noon session time 
slot to minimize inconvenience for our members.  
Having to choose between two awesome  
educational events can be quite stressful in the 
New Year!    

Committee reports 
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As always, please keep your eyes open for future 
emails, invitations and social media  
announcements. 
 

Website Committee 
VP Frank LaSorsa, CRM 
 

Thanks to the help of Mary Sherwin and more 
recently Anita Castora, the web site has been up-to
-date over the last several months.  We have listed 
all of our chapter events and also announced some 
for our sister chapter in New Jersey.  In addition, 
we have been able to announce the names of new 
chapter members and feature our presentations 
for the most recent meetings.  All sponsor partners 
are prominently featured. 
 

The web site will undergo some additional  
redesign in hopes of better using precious  
geography particularly on the home page.  It is also 
the hope of this committee that the “e-commerce 
capabilities” can be utilized in early Spring to 
handle some of the ARMA@Noon  
registrations. Handling more complex events will 
come later. 
 

Finance Committee 
VP Michael Landau 
 

Please email michael.landau.nj@gmail.com with 
any questions regarding the recent activities of his 
Committee. 
 

Professional Development Committee  
VP– Derick Arthur 
 

If you attended November’s ARMA@noon where 
George Dunne presented on “Records  
Management and Process Improvement” and/or 
our evening meeting where Kristen Mathews, Esq. 
presented “Privacy in a Transparent World” you 
heard from two leaders in their respected fields. 
 

We have already begun preparing for the 2014 
annual March all-day educational event.  Our 
keynote speaker will be Linda Clemons.  Marla 
Bergman, Julie Colgan, Galina Datskovsky, Fynnette 
Eaton and Sofia Empel, Hon. Ron Hedges and Fred 
Pulzello are some of the presenters we have lined 

up for our event.  We continue to focus on  
providing great content to ensure our members 
stay ahead of the ever changing RIM and  
Information Governance landscape. 
 

We urge our members, both new and established, 
our students and our sponsor partners to reach 
out to us regarding presentation and meeting 
ideas, volunteering and sponsoring for future 
meetings. We’re looking forward to the remainder 
of this ARMA year of great content, camaraderie 
and good old networking! Hope you are too. See 
you at the next meeting. 
 
  

 

Committee reports 
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2013 ARMA International Conference 

While the conference featured valuable educational sessions, there were plenty of 

events for attendees to have fun and mingle with each other. Below are a few pictures 

from the Masquerade Ball. 

From left to right: Deborah Montana, Elvira  
Martin, and Anita Castora, CRM, IGP. Deborah and 
Anita are ARMA Metro NYC Chapter members.  
Elvira is a member of the ARMA LA Chapter. 
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2013 ARMA International Conference 

Three masked men! Good bribery pictures if we knew which Chapter(s) 
they belong to. 
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In Defense of the In 

House Model for  

Records Management 

 
By Alex Campbell 

Organizations alike face the decision of whether 
to outsource staff functions, like Records, on a 
near annual basis. There are many wonderful 
reasons to outsource your Records program but I 
am here to defend the polar opposite solution: 
the “in-house” model and to encourage outsource 
vendors to adopt fair wage standards for their 
consultants. Why should an organization choose 
the in-house model for their Records  
Department? Here are a few instant benefits to 
having your Records Department managed by  
in-house professionals: 
 

 Cost. You would think that having in house 
Information professionals would be more 
expensive, right? Not so fast.  While it might 
cost more in the long-term with respect to 
salary and benefits, in return you receive a 
more motivated and loyal employee. Not to 
mention, you will dramatically reduce               
turnover, as well as preserve tacit, institutional 
knowledge. 

 

 Privacy. Information security is still the     
number one concern for top partners and C-
Suite executives.  When you outsource your 
Records program, there is a real risk that the 
consultants you hire will ultimately walk out 
the door and onto another project. What if 
that person ends up with the competition?  
The greatest risk is that they obtain your 
sensitive information and use it against you. 
Employees who are tied to one organization                  

                                                                                       

are much less likely to engage in this sort of 
subterfuge.  
 Operations. How your organization is run on a 

daily basis is a critical element to success. This 
fact is particularly evident when you look at 
the Records function. The notion that              
outsourced employees can be “pulled” off of a 
client site for any number of arbitrary reasons 
lends to a sense of impermanence. Couple this 
with the fact that in-house employees are 
generally better able to navigate                             
organizational culture and you can see why 
the in-house model is so advantageous. 

 

The problem that many new Information                
professionals, as well as veteran professionals 
with outdated skills face, is that outsourcing firms 
are increasingly more than willing to act as            
middlemen between consultants and those  
holding the purse strings within an organization. 
This is almost never to the benefit of the  
consultant. It has become such a sore spot for 
many consultants that I have heard some of them 
go as far as to say that Information Professional 
should unionize.  
 

To be sure, there are a handful of outsourcing 
firms that are getting it right. For a firm to get it 
right, they must narrow the spread between their 
placement fee and what they pay their consult-
ants In other words, fairly compensate them for 
the invaluable service that they provide on a daily 
basis. In the long run, I remain convinced that the  

Last Stop 

NYCNYCNYC   



 

                                                                                                                     49 

in-house model for Records Management is the 
way to go. 
 

About The Author 
Alexander Campbell is the Records Manager at 
the law firm of Cohen & Gresser, LLP in New York 
City. He holds a Masters of Science degree in  
Information and Knowledge Strategy from  
Columbia University and a Bachelors of Arts  
degree in Organizational Leadership from  
Fordham University. Mr. Campbell is an active 
ARMA member and holds an Electronic Records  
Management Practitioner certificate from AIIM. 
When he is not laser focused on Records  
Management process improvement, he enjoys 
spending time with his wife and daughter as well 
as golfing and skiing. He can be reached by email 
at acampbell@cohengresser.com and followed 
on Twitter @infogovguy. 
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